ABSTRACT. Bérczes, Folláth and Pethő constructed a preimage-resistant hash function. In this paper to investigate the avalanche criterion of this function, we will generalize the results of Coulter and Mathews regarding planar polynomials. At the same time a necessary and sufficient condition for being planar is given for Dembowski-Ostrom monomials. In the even characteristic case both a weaker asymptotic statement and practical test results are presented regarding the avalanche criterion.
Introduction
One of the most basic notions for cryptographic applications is the hash function. These functions are important building blocks for most of the protocols and play a fundamental role in verifying passwords and creating digital signatures. Their use is important for constructing cryptographically secure pseudo-random--number generators. There is an extensive literature on hash functions and their applications. We refer here only to two fundamental books on cryptography [19] and [22] .
An important requirement against a cryptographic hash function is the preimage-resistance. A preimage-resistant or one-way function is a function which is "easy" to compute but "hard" to invert. Complexity theoretical point of view this means, that a preimage-resistant function can be computed in polynomial time, but all of its inverses only in exponential time. If a function belongs to the P (polynomial) class, then its inverses belong to the NP class and there can exist a preimage-resistant function in the above sense only if P = NP (see, e.g., [20] ).
Despite the lack of the safe theoretical background, there appeared in the literature several suggestions for the construction of one-way functions. The papers [6] , [14] [18] and [23] , show how to construct a one-way function. O. G o l dr e i c h, L. L e v i n and N. N i s a n [13] make a one-to-one one-way function based on the hardness of inverting RSA and the discrete log problem.
J. B u c h m a n n and S. P a u l u s [5] use results from algebraic number theory to construct a one-way function. It is based on the hardness of the discrete logarithm problem with respect to the ideal class group of algebraic number fields.
Bé r c z e s, Kö d mö n and P e t hő [4] constructed a family of preimage--resistant functions based on norm functions, well studied in the theory of Diophantine equations. Bé r c z e s and Já rá s i [3] extended this result to a family based on index forms. In both cases the functions were reduced modulo m, where m is the product of two large primes. For security reason m should have at least 1024 binary digits. The first construction was implemented by the company Crypto Ltd. under the name Codefish. J.-P. A u m a s s o n [1] pointed out some vulnerability of the implemented algorithm.
Later in [2] we defined a family of polynomials F that is large, and under mild and easily decidable conditions the members of this family are nearly permutation polynomials.
Further, suppose that there exist indices 1 ≤ j 1 < j 2 ≤ n such that the binary form
has no multiple zero. Let N (f, γ, q) denote the number of solutions of the equation
Moreover, if q > 15n 13/3 , then
For f ∈ F the preimage-resistance means that for any γ ∈ F q it is infeasible to find X ∈ F m q such that f (X) = γ. Our result implies that if q is large enough, then the solution of this equation by chance is computationally infeasible.
(In [2] there are also some informal arguments, that the direct solving algorithms in this magnitude are also computationally infeasible.)
In [2] we also defined a subfamily F 1 such that their members are easy to evaluate. The main subject of this paper is the avalanche criterion of the polynomials of Proposition 1, which is in close connection with the planar polynomials. In Section 2 we will overview the definitions of the avalanche criterion and planar polynomials and present a result regarding their connection.
In Section 3, to investigate the avalanche criterion first we will generalize the results of C o u l t e r and M a t h e w s [9 With the help of these results large families of polynomials of the form prescribed in Proposition 1 is given, which members all satisfy the strict avalanche criterion of order less than m.
In Section 4 a construction satisfying Proposition 1 is given over fields of even characteristic, for which a weaker, asymptotic form of the avalanche criterion holds.
In Section 5 some practical test results are presented for polynomials over fields of even characteristic also satisfying Proposition 1, but for which the result of Section 4 does not hold.
Avalanche criterion
An important desirable property for hash functions is the avalanche effect. Loosely speaking it means, if we change the input slightly the output changes significantly. The notion of the strict avalanche criterion was introduced by W e b s t e r and T a v a r e s [24] for Boolean functions. F o r rè [11] extended this concept by defining multiple orders of the strict avalanche criterion. Recently L i and C u s i c k [16] extended and studied these concepts for functions over prime fields of odd characteristic.
JÁNOS FOLLÁTH
It is natural to formulate the strict avalanche criterion for an arbitrary finite field F q with q = p k and p prime f (X) : F n q → F q fulfills the strict avalanche criterion (SAC) if the probability P f (X + A) − f (X) = γ = 1 q for any fixed γ ∈ F q and A ∈ F n q with wt(A) = 1, where wt(A) denotes the number of nonzero components of A (i.e., the Hamming weight of A), and X is a random variable distributed uniformly over F To study the avalanche effect of the hash function defined in Proposition 1 we will use the theory of planar polynomials.
A
may be reduced mod X q −X to yield a polynomial of degree less than q which induces on F q the same function as f. It is called the reduced form of f.
We can also extend the notion of permutation polynomial to multivariate polynomials.
If at least one of g and h is a permutation polynomial over F q , then f is a permutation polynomial over F q . If q is prime, then the converse holds as well.
The following statement follows from the corresponding definitions and Theorem 2 by induction.
is planar over F q for every 0 < i ≤ n, then f (X) satisfies the strict avalanche criterion of order m for every m < n.
It is natural to try to choose the exponents and the coefficients in Proposition 1 so, that the binomials
are planar.
In the following sections these binomials will be investigated and good parameter choices will be proposed.
Obviously if s = p l , then the binomial (4) will be a sum of a monomial and a linearized polynomial. Since the constant terms disappear in the difference operator and the linear members will appear as a constant, in this case it is enough to choose the parameters of the β i X r i monomial such that it will be planar. Only a few necessary conditions are known in the general case, even for monomials (for a survey of the stronger results see [7] ).
Odd characteristic case
In [12] [15] and [21] the authors independently showed, that any planar polynomial over a prime field must reduce to a quadratic. Consequently if we work over a prime field and set the parameters of the monomial β i X r i so that it is planar, it will reduce to a quadratic. Unfortunately this will be weak in the sense, that the direct inverting algorithms will become efficient in the case of such a low degree polynomials.
In [10] D e m b o w s k i and O s t r o m described a class of polynomials which sometimes give rise to planar functions. As the authors in [9] I will refer to these polynomials as Dembowski-Ostrom polynomials.
Suppose f ∈ F q [X]. Then f is a Dembowski-Ostrom polynomial if the reduced form of f has the following shape
To give a necessary and sufficient condition for being planar in the case of Dembowski-Ostrom monomials we will need the following results. n − X n is a permutation polynomial over F q . Further, if X n is a planar polynomial over F q , then n ≡ 2 (mod p − 1) and gcd(n, q − 1) = 2. (2) The monomial X n is a permutation polynomial of F q if and only if gcd(n, q − 1) = 1. 
is a permutation polynomial of F q if and only if its only root in F q is 0. Now we can state the following 
has no integer solution t. Now iu ≡ v (mod n) has an integer solution t if and only if (u, n)|v. So we have a solution t if and only if
Then there is no integer solution t if and only if the 2-adic order of p d − 1 is greater than the 2-adic order of p k − 1. But
Here the second factor on the right side has (k/d) members each of which are odd, so this condition is equivalent to k/gcd(i − j, k) being odd.
This result is a generalization in [9, Theorem 3.3] where the authors gave a similar condition for monomials of the form f (X) = X , then f (X) will satisfy the strict avalanche criterion of every order n < m.
In [21] it was conjectured, that up to addition of an additive polynomial, every planar polynomial on F q is a Dembowski-Ostrom polynomial. Later in [9] two counterexamples to this conjecture were given. Both of these examples are monomials over fields of characteristic 3. In the following we will generalize these results regarding the characteristic 3 case, and prove that these type of monomials are not planar in fields of higher characteristic. Thus one can restate the conjecture: Up to addition of an additive polynomial, every planar polynomial on F p k , k > 3 is a Dembowski-Ostrom polynomial.
To prove the next result we will need the notion of the Dickson polynomials. This is a well studied class of polynomials, and over the complex numbers they are in correspondence with the Chebyshev polynomials of the first kind. Regarding the following facts about the Dickson polynomials we refer to the book [17] . The explicit form of the Dickson polynomials over a field F is the following
In the field of the rational functions over F in the indeterminate y we have the identity P r o o f. Firstly we will notice, that the polynomial X n is planar over F q if and only if △ f,4 (X) = (X + 4) n − X n is a permutation polynomial over F q . Indeed
where 4c ≡ 1 (mod p) (there will always be such a c, because (4, p)|1).
Suppose f (X) = X n and define h(X) to be △ f,4 (X −2) = (X +2) n −(X −2) n . Since permutation polynomials form a group under the operation of composition and subsequent reduction modulo X q − X, △ f,4 (X) will be a permutation polynomial of F q if and only if h(X) is one. Then f (X) is planar over F q if and only if h(X) is a permutation polynomial over F q . Let η ∈ F q 2 the root of the polynomial Z 2 − xZ + 1. Then x = η + η −1 and
Thus X n is planar if and only if, the Dickson polynomial g (p α −p β )/2 (X, 1) is a permutation polynomial over F q . According to Theorem 7 it will occur if and 
Even characteristic case
From the implementation point of view the most advantageous options are big prime fields and fields of characteristic two. As stated in the previous section prime fields are not the best choice because of the small degree of the planar polynomials.
It is easy to see that there are no planar polynomials over fields of even characteristic. Consequently the binomial
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also cannot be planar over fields of even characteristic. In this section a weaker asymptotic statement will be proven.
We will need the following result.
, n be a non-negative integer and
where q = 2 k and n = 2 l + 1 such that gcd(l, k) = 1. Let T r be the absolute trace function of F q , and δ, γ ∈ F q . 
and since only the jth term changes
Consequently, f (x 1 , . . . , x m ) − f (x 1 , . . . , x j + δ, . . . , x m ) = γ holds exactly if the value of x j is a zero of the following polynomial
where
has to be determined. Since n = 2 l + 1,
According to Theorem 9 if gcd(l, k) = 1, then p ′ (y) either has 2 or 0 roots depending on γ ′′ . Since gcd(l, k) = 1, a = 1 and b = γ ′′ + 1,
The integers 1, . . . , k − 1 constitute a complete residue system modulo k. gcd(l, k) = 1 consequently l, . . . , (k − 1)l is also a complete residue system modulo k. Since δ
Although the hash function in question does not satisfy the strict avalanche criterion, a weaker asymptotic statement holds.
where q = 2 k and n = 2 l + 1 such that (l, k) = 1. Then
where 0 ≤ ε ≤ nq According to Theorem 10 
where ǫ γ i ≤ n 2q 1/2 . By the theorem of total probability
. Notice, that due to the structure of f (x 1 , . . . , x m ), the events D γ i are independent, moreover f (x 1 , . . . , x m ) − f (x 1 + α 1 , . . . , x m + α m ) = γ holds if and only if the events D γ i (i = 1, . . . , m) hold with γ 1 + · · · + γ m = γ. Therefore
According to Theorem 2 h(x 1 , . . . , x m ) = x 1 + · · · + x m is a permutation polynomial and as such, it has q m−1 solutions. Consequently
hold, where ε = max γ i ε γ i and the maximum is taken over all γ i appearing in the solution vectors of h(x 1 , . . . , x m ).
Test results
Unfortunately the conditions of Theorem 11 are quite strict, and therefore there has been also some practical testing, to investigate the behavior of the hash function with other exponents. The effect of changing an input bit to the output bits were tested for multiple choice of exponents and coefficients of the polynomial. There were 1500-1500 random input samples in each test.
On the figures the x-axis stands for the input bits, the y-axis represents the output bits and the points on the z-axis mean the number of samples. An (x, y, z) point on the figure means, that with changing the xth input bit, the yth output bit changed in the case of z samples: It is clear, that on the figures the points are in the neighborhood of the plane x = 750, that is, the empiric probability is near to the 1 2 required by the avalanche effect.
Though these polynomials do not satisfy the strict avalanche criterion of any order, these test results give a hope that they also possesses the avalanche property in some weaker sense, like the special case in Theorem 11.
